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Banking of MSBs

» Allowed and encouraged by regulators

« Advisory on Guidance to Money Services Businesses on
Obtaining and Maintaining Banking Services (4/26/2005)

 Differences between regulator and law enforcement

» Requires appropriate due diligence and oversight by the
bank.

» Risk-based approach — must be documented.
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il BANCO POPULAR Due Diligence
-
Appropriate Level of Due Diligence

» At account opening — “Know Your Customer”
e Choose your MSB customers wisely
« Understand expected activity

» Ongoing review of activity
« Compare actual activity to expected activity

» Designated employees within MSB Unit
e 10 employees
* Monitor activity of MSB customers
— Large checks
— Cash in/cash out
— Wire activity
— ACH transactions
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77 BANCO POPULAR MSB BSA/AML

NORTH AMERICA Program ReqUirementS
e —

BSA/AML Program

» Appropriate written BSA/AML policies and procedures
» BSA/AML Officer

» Sufficient and effective internal controls
e Internal audits

» Training and communications
 Employees
* Agents

» Independent reviews

« Competency of reviews
e Scope of review
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] BANCO POPULAR MSB’s AML Program
S
AML Program

» MSB registration — must be current
» CTRS

» SARS

» Record-keeping

» Adequate aggregation for record-keeping and reporting
obligations

« Multiple transactions by day, week, month, quarter, year
* Depends on size/volume of MSB customer

» Record retention
» Consumer identification
» OFAC
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Board of Directors, Regulators and Law

Enforcement Support
-
MSB Support

] BANCO POPULAR
NORTH AMERICA

»Set the tone from the top

» Appropriate staffing

» Level of knowledge

» Ongoing education/outreach
» Inculcate into culture

» Understand limitations
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Risk Mitigation

] BANCO POPULAR

NORTH AMERICA I\/I S B S

Risk

Mitigation
¥ Cond d d i

. Assess potential risks onduct a equate ana ongoing . .
Ident!fy M$Bs R poserzi by MSB - due diligence | Ens_ure MS_B relat!o_nshlps are
relationships i lationshi d "| considered in suspicious activity

W \r monitoring and reporting systems
New Account

Determine extent of
relationships and, if
significant, perform

Review and evaluate
BPNA policies,
procedures and

processes

a risk assessment

v

Evaluate adequacy of
the MSB activity and
risks they represent to
Bank

Significant YES

A 4

Adequacy of controls to
protect the Bank

NO

*Obtain basic identifying information
using normal CIP process
*Review
*Products & Services Offered
» Locations & Markets Served
 Anticipated Account Activity
» Purpose of the Account
» Confirm
*FinCEN registration
«State licensing
* Agent status

v

Conduct Risk Assessment to determine
level of risk associated with each
account and whether further due
diligence is required.

A 4

Insure Bank effectively
identifies and monitors
MSBs

Determine adequacy of
Bank’s systems for
monitoring and reporting
suspicious activities

Conduct Transaction Testing

* Review account opening documentation
and ongoing due diligence information.

 Review account statements and, as
necessary, specific transaction details.
Compare expected transactions with actual
activity.

» Determine whether actual activity is
consistent with the nature of the customer's
business and identify any unusual or
suspicious activity.
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Risk Mitigation

MSBs

Assess
potential risks
posed by MSB
Relationships

Review and evaluate

BPNA policies, > Policies
procedures and
processes

YES

Procedures
and >
Processes

\ 4

YES

* Popular, Inc. Enterprise-
Wide Anti-Money
Laundering & Counter
Terrorist Financing
Policy

* BSA/AML Compliance
Guidance for MSB

\ACV

MS Division Procedures

* MSB - Internal Operation
and Monitoring Processes

» Wire Transfers —
Suspicious Activity Internal

Monitoring Procedures

BSA/AML/OFAC Dept Procedures
* R&A

* SAR Investigations

* ASSIST Reports

- EDD

* Wire Room

« OFAC

* Record Retention

* MIS Reporting

. 314(a) & 314(b)

Adequacy

END

Review,
revise and
implement
enhanced
policies
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X BANCO POPULAR Risk Mitigation
MSBs

1

A
——

Conduct
Adequate and
On-going Due
Diligence
Conduct Transaction Testing
A 4 | _ * Review account opening documentation
C Condu?t RIS|_< Assessment - and ongoing due diligence information.
New Accounts ) ) ) dt_etermlne risk associated + Review account statements and, as
FinCEN Registration with each account: necessary, specific transaction details.
» State Licensing » * Products/Services Offered —» Compare expected transactions with actual
Agent Status * Locations/Markets Served activity.
* Anticipated Account Activity + Determine whether actual activity is
Y * Account Purpose consistent with the nature of the customer’s
MS Division bu3|r_1e_ss antc_i _ identify any unusual or
* New Account Opening suspicious activity.
Procedure
\/ Further due Perform
diligence YES __| Enhanced Due
required Diligence
A 4
NO » Review the MSBs anti-money laundering program.

» Review results of MSBs independent testing of its program. (if available)
» Conduct onsite visits.

* Review list of agents

END * Review written procedures.

» Review written agent management and termination practices.

* Review written employee screening practices.
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