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Siloed Identity
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• Healthcare System

• Sales Force Automation

• Corporate Directories

• eCommerce (e.g. Amazon, eBay)

• Social Networking (e.g. LinkedIn) 

• Alumni websites

• Lotus Notes

• P2P Apps

• Book club

• Family 

• Professional networks

• Dating networks

YOU
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Higgins
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1) A species of Tasmanian long-tailed mouse

2) An open-source identity framework developed at 
the Eclipse foundation
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Goals

Identity framework for Internet-enabled 
applications

User in control of what gets shared
– Selector, card-based interaction

Identity integration

Platform/OS agnostic

Extensible architecture

Open-source, community-based project
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Identity Ecosystem

Cards
– View of my identity

– User chooses which card

Producers and consumers
– Cards and runtime representations

Identity mines
– Identity attribute service
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Cards, Selectors, Choices
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Cards from different 
providers are managed 
in an Identity Selector

Any tidbit of information 
(home address, birthdate,  
camera preference) might 
comprise a portable claim 
to be put on a card
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Pick a card, any card
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I create (personal)
– I define a few personas 
– Business “me”, web surfing “me”, dating “me”

Others create (managed)
– Credit cards
– Membership, reputation in community
– 3D avatar (virtual identity)
– Governments (drivers license) 

I co-create with others (relationship)
– My preferences, interests within community
– Might include shopping history and wishlists
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Identity Services
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• Identity Providers (IdP) vouch for the identity claims
(produce a runtime token)

• Relying Parties (RP) look for identity information from 
Identity Providers they trust
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Identity Providers
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• WS-Trust IdP/Security Token Service

- Web service

- Card issuer

• SAML2 IdP

- Web service
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Attribute Services
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Web services and other building blocks related to 
accessing identity attributes

Identity Attribute Service, Context Data Model, 
RDF/OWL
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Additional information

Higgins website = http://www.eclipse.org/higgins

Dig deeper = 
https://dev.eclipse.org/svnroot/technology/org.ecli
pse.higgins/trunk/doc/org.eclipse.higgins.doc/Hig
gins-Overview-2009.pdf

OASIS Identity Metasystem Interoperability TC = 
http://www.oasis-
open.org/committees/tc_home.php?wg_abbrev=i
mi
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BACKUP MATERIALS
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Card vs Cookie – what’s the diff?
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• Card = user-centric (not machine)

• Card = context-sensitive and under user control

• Card = cryptographically-difficult to attack
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WS-Trust IdP @ http://higgins.eclipse.org
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Higgins Architecture
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Context Providers: Mapping data into the Higgins 
model
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IContext instances. 

Each is authenticated to 
underlying Context data (view of 

data may vary by who is 
authenticated)

Underlying bits (backing store)

Context provider plug-ins

Context Provider lookup for a given 
ContextId. Registration of 

ContextIds with Providers and any 
configuration data (if needed)

Context 
Provider 

Context 
Provider

Context 
Provider

Higgins Identity Attribute Service
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Anticipated Higgins 1.1 content
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• Selector-selector – can choose which selector gets called

• AIR-based selector

• Relationship card + password card

• IPhone selector

• Web selector (OpenID)

• Google Contacts context provider

• …


