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Siloed Identity

* eCommerce (e.g. Amazon, eBay)
* Book club * Social Networking (e.g. LinkedIn)

e Family e Alumni websites

* Healthcare System
* Professional network ¢ Sales Force Automation

* Dating networ * Corporate Directories

Social
Networks

¢ | otus Notes

* P2P Apps




Higgins

1) A species of Tasmanian long-tailed mouse

2) An open-source identity framework developed at
the Eclipse foundation
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= |dentity framework for Internet-enabled
applications

= User in control of what gets shared

— Selector, card-based interaction

= |dentity integration

= Platform/OS agnostic
= Extensible architecture

= Open-source, community-based project




ldentity Ecosystem

= Cards
— View of my identity
— User chooses which card
= Producers and consumers

— Cards and runtime representations

= |dentity mines

— ldentity attribute service




Cards, Selectors, Choices

Any tidbit of information

(home address, birthdate,
camera preference) might
comprise a portable claim

to be put on a card Cards from different

providers are managed
in an Identity Selector




Pick a card, any card
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My-{Virtual Model | FO5Tal

| create (personal)
— | define a few personas
— Business “me”, web surfing “me”, dating “me”

Others create (managed)
Credit cards
Membership, reputation in community
3D avatar (virtual identity)
Governments (drivers license)

| co-create with others (relationship)
— My preferences, interests within community
— Might include shopping history and wishlists




e Identity Providers (IdP) vouch for the identity claims
(produce a runtime token)

* Relying Parties (RP) look for identity information from
|dentity Providers they trust




ldentity Providers

 WS-Trust IdP/Security Token Service
- Web service
- Card issuer

« SAML2 IdP

- Web service




Web services and other building blocks related to
accessing identity attributes

|dentity Attribute Service, Context Data Model,
RDF/OWL




Additional information

= Higgins website =

* Dig deeper =

= OASIS Identity Metasystem Interoperability TC =
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Card vs Cookie — what's the diff?

e Card = user-centric (not machine)

e Card = context-sensitive and under user control

« Card = cryptographically-difficult to attack




(<) Higgins Security Token Service - Mozilla Firefox: |BM Edition

File Edit WView History Bookmarks Tools Help

@ v c N, ' http:/fhiggins. edipse.org/TokenService

|&] Most Visited | | Customize Links | | Free Hotmail | | IBM Business Transfor... | | IBM Standard Softwar... | | IT Help Central

z >

(,:J - :

/ Security Token Service

This site is intended for demonstration and interoperability testing only. Users register and manage their own identity
information. Mo verification of this information is performed. No assumptions should be made with respect to the accuracy

of infarmation provided by this site. The data stored on this site is not backed up and may be cleared from time to time
without notice.

Select one of the following options:

g # Createa Digital Subject Profile |?f Modify a Digital Subject Profile
————

E Generate a Card for =) ! e
a Digital Subjei Profile |3_ Delete a Digital Subject Profile

El

More information about the Higgins Trust Framework is available here.

In order use this site and its cards you should first install the following certs:
Install the Root CA Certificate into the Trusted Root Certification Authorities store

Install the Intermediate CA Certificate into the Trusted Intermediate Certification Authorities stare




Erowser Eelying Party (Serwice Provider)
Local App - 1

Browser Extension (HEX) EF Enablement
' Clients

ore Higgins Service
I-Zard Manager 122 Client U1
| | Dizcovery

REPPS Web Service and EP Protocel Support Configuration

Protoeol Frovider "
1 Key
[-Card Selector Service [I82)

] Higgins
Component

[-Card Registry

I-Card Store Provider [-Zard Frowvider Ion-
. ) Higgins
I l Component

Token Service
pr==tm=— ey Femmote Token

I-Card Store S Token Provider Plug-in

Identity Attribute Service (IdAS) Eernote

Context Provider

l Local or
DiataSource (e.g. Database, Directory, Cotrimutiications) Rermnote

Local

vide |




Context Providers: Mapping data into the Higgins

Context Provider lookup for a given
Contextld. Registration of
Contextlds with Providers and any
configuration data (if needed)

Context provider plug-ins

1 IContext instances.
Each is authenticated to
- underlying Context data (view of

data may vary by who is
authenticated)

Underlying bits (backing store)




Anticipated Higgins 1.1 content

» Selector-selector — can choose which selector gets called
* AIR-based selector

» Relationship card + password card

 IPhone selector

* Web selector (OpeniD)

» Google Contacts context provider




