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Not very long ago...Not very long ago...

At the end of the 90s – The Executive Federal Branch intended to At the end of the 90s – The Executive Federal Branch intended to 
create a PKI exclusive for internal purposes, the so called ICP-Gov;create a PKI exclusive for internal purposes, the so called ICP-Gov;

PKI was seen as a mere security tool;PKI was seen as a mere security tool;

Banks saw an opportunity there and after some lobby work,       Banks saw an opportunity there and after some lobby work,       
ICP-Gov Project turned into ICP-Brasil Project;ICP-Gov Project turned into ICP-Brasil Project;



    

In 2001 – The birth – ICP-Brasil was created by LawIn 2001 – The birth – ICP-Brasil was created by Law



    

Technical Properties

I. AUTHENTICITY

II. INTEGRITY

III. NON REPUDIATION

IV. SECRECY

+ LEGALITY

VALIDITY

� By the law MP 2.200-2/2001 we have got
PKI DIGITAL

SIGNATURE



    

2001 to 2003 – Period marked by a significant juridical debate about 2001 to 2003 – Period marked by a significant juridical debate about 
the ICP-Brasil properties. It was an affirmative period, however.the ICP-Brasil properties. It was an affirmative period, however.

� FUNDAMENTAL PRINCIPLES:

�Physical Identification required
�Private Key Custody exclusively by the 
owner
�Auditing and monitoring by specialized and 
accredited entities
�Standardization commitment
�Interoperability commitment



    

And we had the rise of the first important application: SPBAnd we had the rise of the first important application: SPB



    

Since 2004 ... – Tremendous efforts have been made to increase the Since 2004 ... – Tremendous efforts have been made to increase the 
ramification of the infrastructure. A strong “evangelization” ramification of the infrastructure. A strong “evangelization” work work  

took place in order to make the brazilian civil society took place in order to make the brazilian civil society awareaware of the of the 
benefits of using ICP-Brasil digital certificatesbenefits of using ICP-Brasil digital certificates



    



    

ICP-Brasil Digital Certificates Benefits
� Assurance of security and legality for electronic transactions and 

documents
� The “path” to the popularization of electronic documents and 

processes usage
� Lesser processing time
� Lesser costs
� Lesser bureaucracy
� An opportunity to increase e-commerce
� Support for the implementation of e-government programs



    



    



    



    



    

� In 2005 created their own CA under the 
ICP-Brasil Root

� Two very important Laws edited in 2006, 
11.280 e 11.419

� Electronic Official Publications

− Paperless

− Solution for logistics problems

� Electronic Petitioning and Electronic 
Judicial Processes

− 100% electronic processes

− Faster distributions, judgments and 
final decisions

− Everywhere, anytime concept

− Much more efficiency

The Judicial Branch



    

The rise of the first projects of e-IDs:The rise of the first projects of e-IDs:
Insurance BrokersInsurance Brokers
Judiciary ServantsJudiciary Servants

AccountantsAccountants
LawyersLawyers



    

This past period was marked by the focus on the infrastructure itself This past period was marked by the focus on the infrastructure itself 
and at the digital certificate “evangelization”and at the digital certificate “evangelization”

Today, there is an awareness about the need to improve the Today, there is an awareness about the need to improve the 

application application ���  Digital SignaturesDigital Signatures

And for that two major initiatives are been undertaken:And for that two major initiatives are been undertaken:



    

A Timestamping Issuing InfrastructureA Timestamping Issuing Infrastructure



    

A Standard for ICP-Brasil Digital SignaturesA Standard for ICP-Brasil Digital Signatures

� Purposes:

�Assurance of Security and Interoperability
�Assurance of long-time validation

� By means of:

�Implementation of 5 Signature Policies
�For CMS/CaDES and XML/XaDES



    

Well, the Future...

Indeed, the future already started... e-Government, e-commerce, a digital 

economy, the digital citizenship, all of this leads us to the digital society, 

where and when a digital identity will be mandatory!

In Brazil we have a culture of many identity documents and its seems 

that this will be same at the digital era

Projects like RIC, Titulo de Eleitor Eletrônico, CNH Eletrônica, Carteira 

de Trabalho Eletrônica, Passaporte Eletrônico, etc., show us that 

Next Period will be focused at the

Electronic Identities – eIDs
And we believe that ICP-Brasil will be one among others 

fundamental base infrastructure for that



    

Thank you very much!
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