Leveraging ICAO
Standards In New Markets

Bertrand Moussel, EVP Sales EMEA & Latin America
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% Objective  ePassport and eVisa

Concept of « ICAQO Lite » - Objective

*The Al CAOO0 (
Civil Aviation
Organization) issues the
industry standards for

Provide System Integrators with e

a costi effective,

ICAO* compatible, leveraging done investment
INn that area,

proven
solution for basic biometrics enabled ID
documents, replacing n2 d

or simplememory-based exi sting |
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Typology of applications: Targets

Volumes will be : 20-80% (20% : visible tip of the iceberg)

/' E-passperts

~
/ ID cardssas travel documents

— ——

r -Greencards
ID documents -Vehicule ID
Single, or < -e-citizen

e * Multi-applications -Healthcare Target

e M Ser e'y

e o

-
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« ICAO Lite » offer: Agenda
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Proven Technology
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Proven Technology

% 120 millions Mi cr oPass del il vered si

% ID references :

W BRIV 331013802

Mexican border car registration
Permanent & Temporary importation
NADRA (Pakistan)1st pre-ICAQO passport
Canadian visas (pilot in 2006)
Microprocessor-based

AU

UNTIL

S DUREE DU SESOUR
S DURATION OF STAY

NUMERO DE PASSEPORT
NUMBER OF PASSPORT

Partnership with Fasver R | mi
15,000 chips B ?*g'?%'%'g??
Driving licences ey,

Puebla & 3 states (México)
Arms permit (Honduras)
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Be f | e giveladdedévalue to your ID card
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MICROPASS flexibility

% MicroPass offers the possibility to create dynamically additional
Data Group (DG) in order to address your specific needs !!!

/lDemographic data \

(fix & signed)

# 3 KBytes

Variable data /Counters for\
managed by points
< File Manager » & fines

r «e-purse »
applets

#n x 250 Bytes [z ),

2

[ Signature by secret Key ]

of Issuer entity (PKI)

/

EB:N

Driving
Licenses

\_ Owner data /

Counters for good
E-purse data for
money distribution]

Vs

J

Election dates
flags

(Adress, schedule)
authorized,
extensions

vJ

Social
cards

Voting
cards

Residency

more ...
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No more proprietary approach, bef r e e
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Interoperability with
ISO « Contact »
Standard, and True
Multi-application

/LR
ISO
A\ g

% Being 100% ISO compliant offers

Ease to manufacture ID documents
Use your existing Personalization Bureau
NoO proprietary solution

Ease the deployment
Enrollment
Use your existing reader infrastructure

100% NFC compliance
Deploy 110 usd handheld readers

INSIDE CONFIDENTIAL

ISO Compliance

EEEEEEEEEEE



USE a NFC phone to deploy handheld readers

ASSOCIATION SPONSOR

FASVER /4

iNsice
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T h er asolsition between plastic card and ICAO
passport
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Cost of white plastic
& without perso

5,00 usd

3,00 usd

1,50 usd

1,00 usd

A

Dual Interface

Sh

Contact

0000 1234 5678 9%

&
L
Q
I o I

Mifare

Contactless

$$

ar

« ICAQO Lite » Pricing positioning

t

Full ICAO
Dual Interface

Ifetime

ked

0000 1234 5678 &%

Full ICAO

Contactless

0000 1234 5678 9123

ICAQO Lite
Contacless

BAC enabled ICAO Lite
without BAC

Pre-ICAO solutions

—

>
_/

~

New solutions leveraging

Current solutions for e-passports & ICAO standards

Travel Documents
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Cost-effective Solution

Small Microcontrollers

4 Kbytes of EEPROM
8 Kbytes of EEPROM

0v¢Z « 0CE
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Jpeg 1 5 Ko Jpeg i 5Ko
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Be interoperable with your neighbours
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Full ICAO compliance meanseé

% ICAO is recommanding 64+K bytes microprocessor chip for
storing:
MRZ (Machine Readable Zone) equivalent data
Picture ID (jpeg format)
Digital Signature (RSA based)
2 Finger Prints (optional)

Expensive
chip

v SPEED:
ICAO is recommending data retrieval in less than 5 s
» PRIVACY:
| CAO i s recommending Access Control a
based methods in order to prevent from:
Skimming:

un-authorized device reading your document, without you knowing it

Eavesdropping:
un-aut hori zed device spying Aremotel yo the cor
document is read by an authorized equipment
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ICAO Compatibility

(o 2

hip enabled, ICAO Compatible Terminal

AFull 1 CAO0 Chip >MicroPass #fl CAC
\J/C Chip is read \/IC Chip is read
\WIRZ data extracted (/MRZ data extracted
\F{icture ID extracted \/Picture ID extracted
igital Signature verified, \/Digital Signature verified,
iNsicde
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Adapt the security to the need
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