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Topics for Discussion

»Policy: Public Law 110-53, HSPD-12, and PIV-I
»Process: Credential issuance, attribute registration, validation

»People: Federal/Mutual Aid Emergency Response Official (F/ERO)
registrations

»Products & services: FIPS 201 infrastructures and tool sets
»>Practice: Validated demonstrations
»Performance measures: Proven capability

»End state: Standards-based interoperability
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‘ 9/11 Commission and Post-Katrina Reports ‘
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Public Law 110-53
“Implementing Recommendations of the 9/11 Commission Act of 2007”

NLT August 2, 2008: The FEMA Administrator is to_develop standards for credentialing and typing of incident management
personnel, emergency response providers, and other personnel (including temporary personnel) and shall:

(1) provide the standards developed, including detailed written guidance, to

a)  Federal agencies that have responsibilities under the National Response Plan and other personnel (e.g.
National Infrastructure Protection Plan critical infrastructure/key resources, National Continiity Policy
Implementation Plan essential government personnel)

b)  State, Local, and Tribal governments

(2)  provide expertise and technical assistance to aid Federal, State, Local, and Tribal government agencies with
implementing the standard

(3)  consultwith the Secretary of Health and Human Services in developing standards for credentialing health care
professionals

(4)  establish model standards and guidelines for credentialing critical infrastructure workers that may be used by a
State
NLT February 2, 2009: Each Federal agency with F/ERO ties are to be and typed in with
the standards

(1)  FIERO personnel are to be registered in a database system (Repository) for real time exchange of information and
rapid validation of credentialed personnel

(2)  FIERO repository will be populated / managed by individual entities
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HSPD-12

»  Applicable to employees of the Federal Branch and employees for more
than 180 days

»  "Secure and reliable forms of identification" for purposes of this directive means identification that:
» isissued based on sound criteria for verifying an individual employee's identity;
> s strongly resistant to identity fraud, tampering, counterfeiting, and terrorist exploitation;
» canbe rapidly authenticated electronically; and

» isissued only by providers whose reliability has been established by an official accreditation
process.

> The Standard will include graduated criteria, from least secure to most secure, to ensure flexibility in
selecting the appropriate level of security for each application
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Personal Identity Verification
Interoperability (PI1V 1)

Non-Federal Issuers (NFI) Identity Authentication PKI Certificate
NFI PIV Interoperable Cards:
= mustinclude an Identity Authentication PKI Certificate issued by a Certification
Authority (CA)

= chains to the Federal Bridge Certification Authority (FBCA) at the Medium Hardware
assurance level via cross-certification

This W||| enable Federal government relying parties to:
verify the validity of the identity card via the Identity Authentication PKI Certificate
verify the issuing organization (i.e., CA cross-certified with FBCA)

be assured that the certificate (and by extension, the card) has not been revoked or
invalidated since issuance

Identity Proofing
During identity proofing, the applicant is required to:

= appear in person and provide two forms of |den\|ty source documents in original form

from the list of acceptable documents included in'Form |

At least one of the documents must be a valid State or Federal government-issued
picture identification (ID)
This identity proofing process is commensurate with OMB Memorandum M-04-04, E-
Authentication Personal Identity Verification (P1V) Interoperability For Non-Federal
Issuers
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FIPS 201 Technology Interoperability

o HSPD 12 :

Logical Access Routine Access Physical Access
and use applications

Disaster / Emergency
Access and use
applications

PL 110-53

% FEMA ‘ Leveraging FIPS 201 Technology ‘
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Roles & Responsibilities

1. Attribute: The qu n, 1, and/or privilege of an individual

2. FIERO: Federal/Mutual Aid Emergency and Response Official is a State/Local/Tribal/Territorial government
employee or contractor who is responsible for the execution of the NRF, NIPP, NCPIP, and/or NIMS

3. F/ERO Attribute: The designated categories along with the ificati ificati auth
and/or privileges of a F/ERO who is responsible for the execution of the NRF, NIPP, NCPIP, and/or NIMS

4. FIERO Attribute Source Authority: The authoritative source document for F/ERO attribute designations
5. F/ERO Attribute Administrator: The person(s) authorized to sponsor or revoke F/ERO attributes

6. F/ERO Attribute Registrar: The person designated to electronically assign or revoke F/ERO attributes
within the Attribute Repository as authorized by the F/ERO Attribute Administrator

7. FIERO Attribute Recipient: The F/ERO who has been authorized by the F/ERO Attribute Administrator to
be enrolled for the designated F/ERO attribute

8. F/ERO Attribute Validation Authority: The relying official who is authorized to electronically validate the
designated F/ERO attributes of the bearer for access permissions

‘ Establishing Baseline Terminology ‘
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F/ERO Designation (COOP/COG)

National Continuity Policy Implementation Plan (NCPIP)
Essential Government Function

x] Emergency Support Function (ESF) 5 - Emergency Management
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F/ERO Repository Architecture

DoD / FEMA Validated Model

Credential Issuance Process F/ERO Registration Process Access Validation Process
Stations and
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wi Personally Identifiable Information (Il (contains public identities with numeric | Valdation Devices (valdates and captures public
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*Backend Attribute Exchange (BAE):

“The end-state identity credential issuance and -

attribute registration interface to F/ERO Repository ik

“Backend Attribute Exchange (BAE): Postissuance Guard Station
‘The end-state identity credential issuance and “Interim Manual Registration” Process

attribute registration interface to F/ERO Repository

\ Leveraging Over $2.3B in FIPS 201 Investments \ w
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How Should It Work?

Standard enables process to include:
Federal +  State to State
. State to Local
+ Localto Local
. Private to Government
+ Private to Private (e.g., utility companies)
+ Mission Assignment

State / Local /
Tribal / Territorial

Private (CI/KR) v

Paper-based, visual or FIPS 201 electronic verification to include:
D (2 forms if visual)
2. Attribute or Affiliation
3. Deployment Source Authority y

®

JRSOI = Joint Recewmg Slaglr\g Operations Integration

OOP/COG or
Response/Recoverv

Provides a real-time roster
Access Data: . e
‘a races Situational
iabilty Awareness

Display.

‘Sample Data Sheet

® FEMA | Achieving NIMS Credentialing Guideline Interoperability | gt 12
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Chronological Electronic Validation (sample data)

Ty [T — gy T :
& FEMA ‘ Access Control Transaction Data \ﬂ 13
§ For Offcial Use Only (FOUO) !'B?

On-Scene Human Resources (sample data)

Cardhaléer Hame [Priviege

y FEMA ‘ Human Resource Situational Awareness ‘ & 14
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Multi-Scenario Proven Capability &__




Upcoming Demonstrations

Quarterly — NCR essential government relocation exercises
« Asset mobilization (air, land, water, rail)

« Agency familiarization (validation process)

« Business rule refinement (manifest tracking)

May 09 - Spring Ahead

+ Multiple scenarios, stakeholders, locations

« FIPS 201 “invested” stakeholder credential validation & interoperability

* FEMA / HHS collaboration for medical surge credentialing & mobile resume

« Drivers License verification for pre-hurricane season citizen re-entry /
shelter-in-place

Jun 09 - Eagle Horizon
« Federal COOP/COG exercise
* Multiple OPRON relocations

‘ Implementing Capability as Common Practice ‘
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End State: Federal &
Mutual Aid Preparedness

Incident Management:
To get the right people with the right attributes to the right places at the right times thus reducing
respor times and i ion to pre-incident quality of life conditions

Intended benefit:

Emergency response officials will possess FRACs or FIPS 201-interoperable identity credentials that align
with Federal standards and enable e-Authentication of identity and disaster response/recovery attribute
information for determining access privileges

Additional benefit:

FRACs or FIPS 201-i P identity credentials issued by i ing agencies in a
distributed environment can be integrated into standards-based physical and logical access systems thus
eliminating proprietary solutions that can be costly to maintain/sustain or time

‘ Federal and Non-Federal Standardization ‘
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Questions?

FEMA-FRACSupport@dhs.gov

¥ FEMA P s







